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It is well known that the interaction of quantum systems with the environment reduces the inherent
quantum correlations. Under special circumstances the effect of decoherence can be reversed, for example, the interaction modelled by an amplitude damping channel can boost the teleportation ﬁdelity from
the classical to the quantum region for a bipartite quantum state. Here, we ﬁrst show that this phenomenon fails to preserve the quantum secret key rate derived under individual attack. We further show
that the technique of weak measurement can be used to slow down the process of decoherence, thereby
helping to preserve the quantum secret key rate when one or both systems are interacting with the environment via an amplitude damping channel. Most interestingly, in certain cases weak measurement with
post-selection where one considers both success and failure of the technique is shown to be more useful
than without it when both systems interact with the environment.

1. Introduction
Correlations between quantum systems can not always be explained by local causal theory [1,2]. This nature of quantum correlations helps to perform certain information processing tasks,
for example, quantum teleportation [3], super dense coding [4]
and quantum key distribution [5,6], which are not possible using
classical correlations. However, in practice, quantum systems are
continuously interacting with the environment, and this interaction weakens the correlations between observed quantum systems.
Hence, the most crucial task in quantum information processing is
to protect quantum correlations from diminishing due to the effect
of the ubiquitous environment.
Under special circumstances, interaction between systems and a
common environment can generate entanglement [7]. For example,
when two or more atoms are consecutively passing through a cavity, they become entangled [8,9]. Although, for a speciﬁc information processing task, viz. quantum teleportation, the environmental
interaction modelled by an amplitude damping channel (ADC) can
enhance the ﬁdelity of quantum teleportation of those bipartite
states whose teleportation ﬁdelity lies just below the quantum re-
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gion [10], this improvement of ﬁdelity is found to be possible only
for a certain class of bipartite states [11,12].
Moreover, one can use the technique of weak measurements
to protect the ﬁdelity of quantum teleportation when systems
are interacting with the environment modelled by an amplitude
damping channel [12–19]. The idea of weak measurements was
originally proposed [20] on the basis of weak coupling between
the observed system and the measurement device, thereby making
possible for the measurement outcomes to be ampliﬁed compared
to the eigenvalue spectrum of original system, for suitable postselected ensembles. This technique has been implemented in many
different ways, such as in the study of the spin Hall effect [21], superluminal propagation of light [22], wave particle duality using
cavity-QED experiments [23], direct measurement of the quantum wave function [24], measurement of ultrasmall time delays of
light [25], and observing Bohmian trajectories of photons [26,27].
In the present work, we study the possibility of preservation
of the quantum secret key rate for a bipartite state shared between Alice and Bob where Alice’s system is not trusted as a
quantum system. More speciﬁcally, we discuss a way to protect
the one-sided device independent quantum key distribution (1sDIQKD) [28] scenario1 when the system interacts with the en-

1
In the present work we are concerned with the security analysis when one of
the parties does not trust her device, rather than details of the actual protocol, and
hence, we use the terminology of “1s-DIQKD scenario”, instead of the “1s-DIQKD
protocol”.

vironment modelled by ADC. Comparing the preservation of 1sDIQKD with the preservation of the ﬁdelity of quantum teleportation, we observe that ADC cannot improve the optimal secret
key rate in 1s-DIQKD, which is derived using the steering inequality [29] based on the ﬁne-grained uncertainty relation [30], though
it can improve the teleportation ﬁdelity for states having teleportation ﬁdelity just below the quantum region [10,11]. We show
that improvement of the secret key rate becomes possible using
the technique of weak measurement and its reversal, which may
be used to suppress the effect of the amplitude damping decoherence [13–18].
This paper is organized as follows. In Sec. 2, we brieﬂy recapitulate the technique of weak measurement and its reversal in the
presence of an interaction of the system with the environment as
modelled by ADC. In Sec. 3 we discuss the connection of steerability with quantum key distribution for the case of the 1s-DIQKD
scenario [29]. In Sec. 4 we demonstrate the effect of the amplitude damping decoherence on the steerability and secret key rate.
In Sec. 5 we show how the technique of weak measurement and
its reversal can be used to protect the secret key rate. Finally, in
Sec. 6 we summarize the main results of this work.
2. Weak and reverse weak measurement in the presence of an
amplitude damping channel
Let us consider photon loss when the photon is passing through
the environment, which can be regarded as amplitude damping
decoherence. The environmental interaction with the state of a two
level system, ρ can be written as a positive and trace preserving
map  given by
†

†

(ρ ) = W S ,0 ρ W S ,0 + W S ,1 ρ W S ,1 ,
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system with environment and D S = 1 − D S , where the subscript
S denotes Alice’s system (S = A) and Bob’s system (S = B). Here,
the matrices W S ,0 and W S ,1 are written in the photon
number ba  
1
sis with the zero photon state denoted as |0 =
and the
0
  
0
one photon state denoted as |1 =
. Alice and Bob are re1
garded here to be well separated, and thus the environments for A
and B are not connected, though for simplicity we take the same
values of the decoherence strength for both. Hence, we do not consider any memory effect here.
It has been shown in earlier works [13–17] that the technique
of weak measurement and its reverse can suppress the environmental effect modelled by ADC. Here, before allowing interaction
with the environment, the system is measured using a scheme of
weak quantum measurement, with strength p S . More speciﬁcally,
the detector detects the system with probability p S if and only if
the system is in the state |1 S . When the detector detects, the corresponding Kraus operator in the photon number basis is given by



M S, 1 =

0
0
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,

(3)

which does not have any inverse. Hence, this operation, i.e., the
detection is irreversible. The operator when the system is not detected has the following form in the photon number basis



M S ,0 =

1 0
0
pS



.

(4)

The operator M S ,0 is reversible, i.e., the application of its inverse
restores the system to its initial state. The case where the system
is detected will be discarded. Hence, weak measurement is associated with a success probability.
After performing weak measurement, the system is allowed to
interact with the environment and at the end, to reduce the effect of environment, reverse weak measurement is performed. The
operator corresponding the case when the system is not detected,
can be written in the photon number basis as


N S ,0 =

qS
0

0
1


(5)

,

where q S is the strength of the reverse weak measurement.
3. Steering and its connection with 1s-DIQKD
Non-local quantum correlations between two systems, say A
and B, can be categorized separately by entanglement, steering and
Bell non-local correlation [31], respectively. In the case of entanglement, both A and B are trusted as quantum systems, whereas,
none of them is trusted as a quantum system in Bell non-local
correlation. In the intermediate case of steering, one of them is
trusted as a quantum system and the shared state, ρ A B is said
to be entangled if it cannot be described by a local hidden state
model (LHS) [31]. The security of quantum key distribution scenario is veriﬁed through the demonstration of one of the above
forms of nonlocal correlations. So, for example, violation of Bell’s
inequality is required for the security of a fully device independent key distribution scenario since none of the two parties are
trusted in this scenario. In case of a one-sided device independent
scenario, the device of one of the two parties is not trusted, and
hence, here the security is directly connected with the demonstration of quantum steering. There are different steering criteria based
on different uncertainty relations [32–34]. In the present work we
use the optimal ﬁne-grained steering criteria to study the quantum
secret key rate of steerable states [29].
To discuss ﬁne-grained steering, let us consider the following
game. Alice prepares a large number of bipartite quantum states
ρ A B . She then sends all the systems B to Bob and keeps the systems A with her. Bob only trusts that the system B is quantum,
but agrees that the prepared state is entangled if and only if Alice has control on the state of systems B. In other words, ρ A B is
said to be steerable when it cannot be explained a by local hidden state model [31]. To check whether the state is steerable, Bob
asks Alice to control the state of his system B in one of the eigenstates of the observable chosen randomly from the set {σz , σx }.
Next, Alice measures a suitable observable chosen from the set
{A1 , A2 } and communicates her choice and outcome. The shared
state ρ A B is steerable when the conditional probability distribution
P (bσz (x) |aAi ) (where b and a are measurement outcomes at Bob’s
and Alice’s side) violates the relation [29]

1



P (bσz |aA1 ) + P (bσx |aA2 ) ≤

2

3
4

(6)

.

It has been further shown that if the shared state ρ A B between
systems A and B is maximally steerable, then none of these systems can be quantumly correlated, or steerable with any other
system – this phenomenon is called monogamy of steerable states.
Let us consider ρ A BC to be a shared state between Alice, Bob and
Charlie. The monogamy relation is given by
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 A, B + B , C ≤ ,
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where  A , B = 12 P (bσz |aA1 ) + P (bσx |aA2 ) and  B , C = 12 P (bσz |

c C1 ) + P (bσx |c C2 ) . Here, Charlie measures the observable C1 (C2 )

on his system labelled by C when Bob asks him to control his
system in the basis of σz (σx ), and c is Charlie’s measurement
outcome. The above relation (7) is derived under contradiction.
When Alice and Bob share a steerable state ρ A B , according to the
monogamy relation (7), one has

 A, B =

1
2



P (bσz |aA1 ) + P (bσx |aA2 ) =

3
4

+ δ,

(8)

where δ is the degree of violation of the steering inequality (6).
The state shared by Bob and Charlie is unsteerable, i.e.,

B, C =

1
2



P (bσz |c C1 ) + P (bσx |c C2 ) ≤

3
4

− δ.

(9)

r ≥ I (B : A) − I (B : C )
p (a, b, c ) log2
a,b,c
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.
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The above secret key rate is based on the violation of the steering
inequality by the state ρ A B , and in steering, one of the devices
(here, the system A) is not trusted. Hence, the above secret key
rate given by the inequality (11) is derived in a one-sided device
independent way [28].
4. Lower bound of quantum secret key rate under amplitude
damping channel
In the above section, we have discussed the connection of the
secret key rate under individual attack with steerability. In the
considered steering game, Alice needs to send the quantum system B to Bob through the environment. In the derivation of secret
key rate represented by inequality (11), the interaction between
the system and the environment is not considered. In this section, we will study the effect of the environment on steerability
and hence, on the secret key rate. Here, we discuss two different
cases separately. In the ﬁrst case, “Case-I”, we consider the effect
of environment on the system B when it is passing through the
environment. In the second case, “Case-II”, we discuss the effect on
the secret key rate when both systems interact with the environment through amplitude damping decoherence. In both the cases
we assume that Alice prepares the systems A and B in one of the
maximally entangled states given by

2

1

σ A B =

(13)

( I ⊗ W B ,i ) |φ ±  φ ± | ( I ⊗ W B ,i ),
†

(14)

where Alice prepares the initial state |φ ±  given by Eq. (12). The
Kraus operators W B ,0 and W B ,1 are given by Eq. (2). The strength
of the environmental interaction with the system B, D B lies in the
range 0 ≤ D B ≤ 1.
Next, with the help of the inequalities (6) and (11), we study
the effect of decoherence on the steerability and lower bound
of the secret key rate of the state ρ A B (σ A B ). We calculate the
maximum value of the quantity [( P (bσz |aA1 ) + P (bσx |aA2 ))/2]
(left-hand side of Eq. (6)), where maximization is taken over Alice’s choice of observables A1 corresponding to spin measurement
along the direction n̂1 , and A2 along the direction n̂2 . For both the
prepared states |ψ ±  and |φ ± , the above quantity becomes

2

P (bσz |aσz ) + P (bσx |aσx ) =

3+

√

1 − DB

4

(15)

,

where Alice’s optimal measurement setting is spin measurement
along the z-direction (x-direction) when Bob measures along that
direction, i.e., A1 = σz (A2 = σx ). Using inequalities (11) and
Eq. (15), lower bound of the secret key rate when the system B
interacts with environment becomes

r B = log2

√

1 − DB
√
3 − 1 − DB
3+

(16)

Case II. Now we consider that both systems, A and B interact
with environment under amplitude damping decoherence. After
environmental interaction of both systems, the shared state becomes either
1

ρ A B =

( W A ,i ⊗ I ) ρ A B ( W A ,i ⊗ I ),
†

(17)

i =0

where

ρ A B is given by Eq. (13), or
1

σ AB =

( W A ,i ⊗ I ) σ A B ( W A ,i ⊗ I ),
†

(18)

i =0

where σ A B is given by Eq. (14). Again, for both the states ρ A B and
σ AB , the optimal set of measurement settings for Alice is {A1 = σz ,

A2 =

√

1 − D 2 σx − D σz }, where we consider both systems A and
B interact with the same environment, i.e., D A = D B = D. The lefthand side of Eq. (6) becomes

2

2
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√
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when Alice prepares the initial state |ψ ±  given by Eq. (12), or

1

|00 ± |11
|ψ  =
,
√
±

|φ ±  =

( I ⊗ W B ,i ) |ψ ±  ψ ± | ( I ⊗ W B ,i ),
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1

Using Eq. (8) and the inequality (9), the above inequality becomes

r ≥ log2

1

ρ A B =

i =0

When the shared correlation (measured by mutual information) between
 Alice and Bob is I ( B : A ) (= H ( B ) − H ( B | A ), where
H ( X ) = − x p (x) log2 p (x) denotes Shannon entropy of X having
probability distribution { p (x)}) and the shared information between Bob and Charlie is I ( B : C ) (= H ( B ) − H ( B |C )), the secret
key rate between Alice and Bob under individual attack is lower
bounded by [35]

=

the shared state between Alice’s system A and Bob’s system B becomes



P (bσz |aA1 ) + P (bσx |aA2 ) =

3 + D + 2 D2 +

√

1 − D2

4+4D

,
(19)

(12)

Note that once Alice chooses a particular form among the above
four possibilities, all her subsequent operations are carried out
with the selected state.
Case I. Here we discuss the environmental effect on the steerability when the system B interacts with environment via ADC
during the time of its passage. After environmental interaction,

when the shared state is ρ A B , and

√
 3 + 3 D + 1 − D2
P (bσz |aA1 ) + P (bσx |aA2 ) =
,
2
4+4D
1

(20)

when the shared state is σ AB . In Fig. 1 and Fig. 2 we plot the
respective secret key rates with the strength of environmental interaction, D. From these two ﬁgures it is clear that secret key rate

or becomes

σW = ( I ⊗ M B ,0 ) |φ ±  φ ± | ( I ⊗ M †B ,0 ),

(22)

where M B ,0 is deﬁned in Eq. (4) and ρ W (σ W ) is unnormalized.
When the system B is detected, Alice discards the state. Hence,
the success probability of generating the state ρ W (σ W ) is given
by T r [ρ W ] = T r [σ W ] = 1 − D B /2. Next, Alice sends the system B
to Bob through the environment. Due to environmental interaction
via ADC, the shared state becomes either
1
Fig. 1. Lower bound of secret key rate for the initial state |ψ ±  given by Eq. (12) is
plotted versus the decoherence parameter D. The upper curve is for the case when
the system B only is affected by decoherence, and lower curve is for the case when
both systems interact with the environment.

ρE =

†

(23)

†

(24)

( I ⊗ W B ,i ) ρ W ( I ⊗ W B ,i )
i =0

or
1

σE =

( I ⊗ W B ,i ) σ W ( I ⊗ W B ,i )
i =0

After receiving the system B, Bob applies reverse weak measurement with the Kraus operator given by Eq. (5). The ﬁnal shared
sate becomes either

ρ R = ( I ⊗ N B ,0 ) ρ E ( I ⊗ N †B ,0 ),

(25)

or

σ R = ( I ⊗ N B ,0 ) σ E ( I ⊗ N †B ,0 ).
Fig. 2. Lower bound of secret key rate for the initial state |φ ±  given by Eq. (12) is
plotted versus the decoherence parameter D. The upper curve is for the case when
the system B only is affected by decoherence, and lower curve is for the case when
both systems interact with the environment.

when both systems interact with environment is lower in comparison with the secret key rate when a single system interacts
with environment, for all values of the interaction strength D. It
is worth recounting here that for the amplitude damping channel, the teleportation ﬁdelity can be improved between two parties when both of them are made to interact with the environment [10–12]. Such a phenomenon occurs because the decoherence effect on both systems can improve the classical correlation
between them, enhancing in turn the teleportation ﬁdelity. However, no such effect occurs for the quantum secret key rate which
is associated with the quantum correlation of steerability.

(26)

Bob chooses the strength of the reverse weak measurement q B
such that it maximizes the violation of the steering inequality (6)
and hence, it maximizes the secret key rate given by Eq. (11).
When Alice prepares systems A and B either in the state |ψ ± 
or in the state |φ ±  given by Eq. (12), the left-hand side of the
inequality (6) becomes

1
2
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where Alice’s measurement settings are the same as the measurement settings when the technique of weak measurement is not
applied, i.e., {σz , σx }, and the optimal strength of the reverse weak
2 D B + pB − 2 D B pB
measurement is given by q BO =
. Lower bound of
1+ D B − D B p B
secret key rate is given by

⎡
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5. Improvement of quantum secret key rate using the technique
of weak measurement and its reversal

r PB

It is already known that the technique of weak measurement
and its reversal can reduce the environmental effect modelled by
ADC, i.e., it helps to protect quantum correlations [12–17]. In the
case of preservation of teleportation ﬁdelity [12], both classical
correlation and quantum correlations are involved. In the present
work, we discuss the preservation of quantum correlations in the
form of steerability with the help of the technique of weak measurement and its reversal. Similar to the above section, here, we
consider two cases, Case I where environment affects the system B
at time of traversal and Case II where environment affects both
systems.
Case I. To protect against the decoherence effect, Alice makes a
weak measurement with strength p B on the system B and considers the case when the system B is not detected. In this case,
depending upon the chosen initial state |ψ ±  or |φ ±  the combined state of the systems A and B either becomes

where the success probability of achieving this bound is the probability of sharing the state ρ R , i.e., T r [ρ R ] = (1 − D B ) (1 − p B ). In
Fig. 3, we compare the secret key rate (16) without using the technique of weak measurement with the secret key rate (28) when
the technique of weak measurement and its reversal is used. From
this ﬁgure it is clear that one can protect steerability and hence,
the secret key rate of 1s-DIQKD from decoherence modelled by
ADC.
Case II. Here both the systems A and B interact with the environment via ADC. To protect the correlation from decoherence,
Alice makes weak measurements on both systems. When both systems are not detected, the combined state of system A and B is
either given by

ρW = ( I ⊗ M B ,0 ) |ψ ±  ψ ± | ( I ⊗ M †B ,0 ),

(21)

†

ρW
= ( M A ,0 ⊗ M B ,0 ) |ψ ±  ψ ± | ( M A ,0 ⊗ M B ,0 ),

(28)

(29)

or
†

σW
= ( M A ,0 ⊗ M B ,0 ) |φ ±  φ ± | ( M A ,0 ⊗ M B ,0 ).

(30)

Fig. 3. Lower bound of secret key rate is plotted against the strength of decoherence
D B = D (x-axis) and the strength of weak measurement p B ( y-axis). The upper
surface is for the secret key rate given by Eq. (28) using the technique of weak
measurement, and the lower one is for the secret key rate given by Eq. (16).

Fig. 4. Lower bound of secret key rate is plotted against the strength of decoherence D A = D B = D (x-axis) and the strength of weak measurement p A = p B = p
( y-axis). The upper surface is for the secret key rate of the shared state ρ R given
by Eq. (33), using the technique of weak measurement, and the lower one is for the
secret key rate of the state ρ A B given by Eq. (17).

Next, Alice sends the system B to Bob and allows both systems
to interact with the environment. Due to the environmental effect,
the shared state becomes either

ρ E =

1

1


( W A ,i ⊗ W B , j ) ρ W
( W A ,i ⊗ W B , j )
†

†

(31)

i =0 j =0
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( W A ,i ⊗ W B , j ) σ



†
W ( W A ,i

⊗

†
W B, j )

(32)

i =0 j =0

At the end, both apply reverse weak measurement having Kraus
representation given by Eq. (5). The ﬁnal shared state either becomes

ρ R = ( N A ,0 ⊗ N B ,0 ) ρ E ( N A ,0 ⊗ N †B ,0 ),

(33)

or

σ R = ( N A ,0 ⊗ N B ,0 ) σ E ( N A ,0 ⊗ N †B ,0 ).

(34)

Now, we study the steerability of the shared states ρ R (σ R ).
When Alice prepares systems A and B in the state |ψ ± , the
choice of the set of observables for Alice is the same as the settings used when both systems interact with environment and the
technique
√ of weak measurements is not applied, i.e., {A1 = σz ,
A2 = 1 − D 2 σx − D σz }. Here, for simplicity, we consider both
systems interact with equal strength with the environment, i.e.,
D A = D B = D, and the same strength of weak measurement and

Fig. 5. The average of secret key rate, r A v is plotted against the strength of decoherence D A = D B = D (x-axis) and the strength of weak measurement p A = p B = p
( y-axis). The surface corresponding to the case without weak measurement is the
same as in Fig. 4. It is seen that the improvement of the average of secret key rate
is possible for a range of values of the strength of decoherence and weak measurement.

reverse weak measurement is used for both systems, i.e., p A =
p B = p and q A = q B = q. We
 numerically maximize the quantity
1
P (bσz |aA1 ) + P (bσx |aA2 ) with respect to the strength of the
2
reverse weak measurement q. In Fig. 4, we display the improvement of secret key rate when Alice prepares the systems in the
state |ψ ± . For the prepared state |φ ± , the improvement of the
key rate using weak measurement is not possible.
As this technique is associated with weak measurement, the


success
of sharing

 the ﬁnal state ρ R (σ R ) is given by
 probability


maxq T r [ρ R ] (maxq T r [σ R ] ). Hence ﬁnally, we calculate the average steerability of the state ρ R , where the average is taken over
the success probability of sharing the state ρ R . Thus, the relevant
quantity which provides lower bound to the secret key rate (or in
other words, the average of secret key rate, r A v ) depending
upon





1
P (bσz |
2




aA1 ) + P (bσx |aA2 ) + (1 − maxq T r [ρ R ] ) 34 , where 3/4 is the upthe success probability is given by maxq T r [ρ R ] maxq

per bound of the steering relation (6), achievable with the help
of an LHS model. Fig. 5 shows the improvement in the average
of secret key rate, r A v corresponding to the shared state ρ R . We
see that the technique of weak measurement allows improvement
of the average of secret key rate in a notable region of parameter space. To study the above improvement in r A v corresponding
to ρ R , we deﬁne a quantity called improvement factor given by

rI =

rAv
rρ 

(35)

,

AB

where rρ  is lower bound of the secret key rate obtained from
AB
the shared state ρ A B given by Eq. (17). From the Fig. 6, the region
where r I > 1, i.e., r A v > rρ  , is clearly demarcated.
AB

6. Conclusions
To summarize, in the present work we have discussed the effect
on steerability and the key rate of the 1s-DIQKD scenario when
the system possessed by one or both the parties interact with the
environment through an amplitude damping channel. It is known
from earlier studies that for a particular set of bipartite states having teleportation ﬁdelity just below the quantum region, amplitude
damping decoherence can improve the teleportation ﬁdelity above
the quantum region [10,11]. This happens due to the enhancement of classical correlations as a consequence of environmental
interaction on both the parties. However, we show here that amplitude damping decoherence is unable to improve the secret key
rate whose lower bound is ﬁxed by steerability of bipartite states,
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Fig. 6. The improvement factor r I given by Eq. (35) is plotted against the decoherence strength, D (x-axis) and the weak measurement strength, p ( y-axis). The plane
represents r I = 1.

a quantum correlation that falls down with the strength of interaction with the environment.
Next, we use the technique of weak measurement to protect
quantum steerability and the key rate in the presence of amplitude
damping decoherence. We show that when one of the parties of a
bipartite system interacts with the environment, one can protect
the secret key rate in 1s-DIQKD with the help of weak measurement and its reversal for any maximally entangled state. However,
when both systems interact with environment, the technique of
weak measurement can protect the secret key rate only for prepared states of the type |ψ ± . Similar to the case of improvement
of the teleportation ﬁdelity [12], the technique of weak measurement fails to protect the key rate for prepared states of the type
|φ ± . The technique of weak measurement is associated with a
success probability, as it is implemented with post-selection discarding the state when it is detected. We further show here that,
considering even the unsuccessful attempts (when the systems are
discarded), lower bound of the secret key rate under individual
attack turns out to be greater than the case where the weak measurement technique is not applied, for a considerable range of the
interaction parameters. It may be interesting to perform future
studies of the effect of weak measurement and its reversal on the
key rate in the context of other decoherence channels such as bit
ﬂip, phase ﬂip and depolarizing channels.
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